Mailcow

postscreen whitelist

OawvH 13 cepsepoB oTnpaBuTena (a3podaoT) Nonas B YEPHbLIN CMNUCOK zen.spamhaus.org (TONbKO B
Hero) n mailcow genaet NOQUEUE: reject, n nucbMo He monmagaeT HXU B CMaM Manky HU B
KapaHTUH. YBnaeTb cobbiTe MOXXHO Yepe3 docker logs:

docker compose logs postfix-mailcow --since 2026-02-24T00:00:00 --until 2026-02-24T23:59:59 | grep
"NOQUEUE: reject" | grep mailbox@domain.org

PaspewnTb NpobneMmy Mo>XKHO 4Yepe3 gobasseHne npasunia ona P s

data/conf/postfix/custom postscreen whitelist.cidr

clamav whitelist

clamav Hawén Bmpyc B cnpaske 2 HODJ.

docker compose logs clamd-mailcow | grep "FOUND"

Monancs
Sanesecurity.Malware.31265.XmIHeurGen.UNOFFICIAL(b6ada5f01f1c6879e52e68660df3

c438:133548) FOUND

JokyMeHTauus mailcow BenuT gobaBuThk Sanesecurity.Malware.31265.XmIHeurGen.UNOFFICIAL B

data/conf/clamav/whitelist.ign2

Oka3biBaeTcs, Heobxoammo ybupatb .UNOFFICIAL

Eweé ecTb nnoxon BapmaHT nobasntb 610K B KOHel, data/conf/rspamd/local.d/antivirus.conf

whitelist = [
"trusted@address.com",
"@trusteddomain.com"

IE


https://docs.mailcow.email/manual-guides/Postfix/u_e-postfix-postscreen_whitelist/
https://docs.mailcow.email/manual-guides/ClamAV/u_e-clamav-whitelist/#whitelist-specific-clamav-signatures
https://www.securiteinfo.com/clamav-antivirus/whitelisting-clamav-signatures.shtml

O4vepenb pacTeT, NMUCbMa YXOOAT
CO BTOPOW MONbITKW, C 3a0EPXKKOU

B ouepenn 3anmcm ¢ olmMbKOR:
Host or domain name not found. Name service error for name=receivedomain.com type=MX: Host

not found, try again

B koHeu darina /opt/mailcow-dockerized nano data/conf/lunbound/unbound.conf nobasutb
6n0kK:

forward-zone:

name: ".
forward-addr: 77.88.8.8
forward-addr: 77.88.8.1

docker compose restart unbound-mailcow

+Hy>Ho BbIKNOYNTL healthcheck nano ./mailcow.conf

SKIP_UNBOUND_HEALTHCHECK=y

Healthcheck y sToro koHTenHepa paboTaeT c agpecamu 8.8.8.8, 1.1.1.1, 9.9.9.9, c KOTOpPbLIMU €CTb
npobnemel B PO B TekyLlee BpeMs.

docker compose restart
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https://wiki.accounter.org/books/sdelano-ii/page/securedns-mailcow

