Linux Server

Certbot

apt install nginx certbot python3-certbot-nginx -y

certbot --nginx -d lolo.lala.org

YBennyeHme gucka KoHBepTaLuuma B
gpt

umount /dev/sdbl

# KoHBepTauusa B gpt

sgdisk -g /dev/sdb

# yBenimyeHne naptuumm 1

parted /dev/sdb resizepart 1 100%
# resize2fs /dev/sdbl

[obaBunTb WndpoBaHHbI TOM LVM

cryptsetup -v luksFormat /dev/sdx
cryptsetup -v open /dev/sdx cryptedvol
pvcreate --metadatasize 250k -y -ff /dev/mapper/cryptedvol

vgcreate cryptedlvm /dev/mapper/cryptedvol



[JobaBnTb ssh-rsa B
nognep>XxmBaeMble

Ixc-attach -n 100

PubkeyAcceptedKeyTypes +ssh-rsa

OToenbHbIN SSH cepBep AN
OTOEeNbHOro noJsib3oBaTens

cp /etc/ssh/sshd_config /etc/ssh/sshd_config_custom
echo 'Port 666' >> /etc/ssh/sshd_config_custom
echo 'AllowUsers customuser' >> /etc/ssh/sshd_config_custom

cp /lib/systemd/system/ssh.service /lib/systemd/system/ssh_custom.service

Mpumep paboyero canna /lib/systemd/system/ssh_custom.service:

[Unit]

Description=0penBSD Secure Shell server
Documentation=man:sshd(8) man:sshd_config(5)
After=network.target auditd.service

ConditionPathExists=!/etc/ssh/sshd_not_to_be run

[Service]

EnvironmentFile=-/etc/default/ssh
ExecStartPre=/usr/sbin/sshd -t -f /etc/ssh/sshd_config_custom
ExecStart=/usr/sbin/sshd -D $SSHD_OPTS -f /etc/ssh/sshd_config_custom
ExecReload=/usr/sbin/sshd -t -f /etc/ssh/sshd_config_custom
ExecReload=/bin/kill -HUP $MAINPID

KillMode=process

Restart=on-failure

RestartPreventExitStatus=255

Type=notify

RuntimeDirectory=sshd

RuntimeDirectoryMode=0755



[Install]

WantedBy=multi-user.target

ObpaTnTe BHUMaHME Ha yaaNéHHY CTPpoKy Alias=sshd.service 0THOCUTENbHO OPUrMHANIBLHOIO
/lib/systemd/system/ssh.service

MoHTupoBaHmne LVM not available

Ivchange -ay /dev/LVM/lala
mount /dev/LVM/lala /mnt
umount /dev/LVM/lala
Ivchange -an /dev/LVM/lala

NTP KnneHT

apt install systemd-timesyncd
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